Administrator Rights required for the local windows account

Please note that the user on your machine should have administrator rights in order to get the signing
working.

Settings - X

@ Home Your info

| | " | Help from the web

Logging in to your Microsoft account
Accounts Creating a Microsoft account

I A= Your info x
Get help

= Email & accounts & Give feedback

Q Sign-in options AS
SEPL\
B Access work or school Administrat

rQ, Other users ¥
Create your picture

Q

Sync your settings

)

?
X/

(4

K

fiTech’ : G 10:01AM
H A Type here to search SoftTech i f y) ENG

IN  11/30/2022 ?13



Install Client Setup

Step 1: Run the Setup as Administrate. You must have admin rights to setup this exe. Please go thought
below screen shot & press the next button

B ETLSigner - o

Welcome to the ETLSigner Setup Wizard A

The ingtaller will guide vau through the steps required toinstall ETLSigner on your computer,

WARMIMG: This computer pragram is pratected by copyright law and intermational treaties.
IInauthaorized duplication or distribution of this program, or ang portion af it may rezult in severe civil

eg  ofchminal penalties, and will be prosecuted to the mazimum extent possible under the law.

i Cancel < Back i

Step 2: Please provide a service login username and password to start the Service. Refer below screen
shot

set Service Login ?

Uszermame: || |

Paszward:

Confirm password:

Cancel

Note: Go to the Service setting and make sure the ETLSigner Service is started.



Start the installed service

Steps to Start Service

Documents vweb

- Run —
AppP
Apps
Run

B cCommand Prompt > App
l MNode.js command prompt >
Settings Opern
EY Let apps run in the background > Open file location

A Run programs made for previous Pin to Start

=

wversions of Windows & Pt A S ST
EY Choose which apps can run in the >
background
¥ Show "Run as different user" in Start >
Search work and web
2 run - See work and web results >

Documents - This PC (1+)

|.I/O run

Press on Start button and type “Run” and select it.

= sxmm 3=

task script Untitled A : utodcrCo...

=

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: II services.msc VI

Browse...

I | oK II Cancel
E O Type here to search




Enter services.msc and click ok. Then start service shown as below image

Services
File Adion View Help
& 3 Hrm snp
Services Loca) Services (Local)
ETLSigner1.02 Name Description  Status  Startup Type LogOn s
£ Embedded Mode The Embedd Manual (Trigger Start) Local System
1% sarvice Provides the_ Manual (Trigger Start) Local System

he service

Description
ETLSigner V1.02

Extended / Standard /

Extensible Authentication Protocol

Fax

 File History Service
£ Function Discovery Provider Host
Function Discovery Resource Publication
GameDVR and Broadcast User Service_682d271

Geolocation Service
Google Chrome Elevation Service
Google Update Service (gupdate)

&) Google Update Service (qupdatem)
3 GraphicsPerfSvc

£ Group Policy Client

& HitmanPro Alert service

% Human Interface Device Service

HV Host Service

&) Hyper-V Data Exchange Service
3 Hyper-V Guest Service Interface

Hyper-V Guest Shutdown Service
Hyper-V Heartbeat Service
Hyper-V PowerShell Direct Service

Hyper-V Remote Desktop Virtualization Service
Hyper-V Time Synchronization Service
Hyper-V Volume Shadow Copy Requestor

1S Admin Service

IKE and AuthlP IPsec Keying Modules

Infrared monitor service

Intel(R) Content Protection HDCP Service
Intel(R) Content Protection HEC! Service
3 Intel(R) HD Graphics Control Panel Service
3 Internet Connection Sharing (ICS)

The Extensib_. Manual
Enables you.. Manual
Protects use.. Manual (Trigger Start)
The FOPHOS. Manual
Publishes th Manual
This user ser.. Manual

This service . Running  Manual (Trigger Start)
Manual

Keeps your Automatic (Delayed Start)

Keeps your .. Manual

Graphics per. Manual (Trigger Start)

Theservicei. Running  Automatic (Trigger Start)

Exploit mitig. Running  Automatic

Activates an.. Running  Manual (Trigger Start)

Provides an Manual (Trigger Start)

Provides a Manual (Trigger Start)

Provides an - Manual (Trigger Start)

Provides a Manual (Trigger Start)

Monitors th Manual (Trigger Start)

Provides a Manual (Trigger Start)

Provides a p. Manual (Trigger Start)

Synchronize. Manual (Trigger Start)

Coordinates. Manual (Trigger Start)

Enablesthis . Running  Automatic

The IKEEXTs.. Running  Automatic (Trigger Start)

Detects othe. Manual

Intel(R) Cont. Running  Automatic

Intel®) Cont_ Running  Manual

Senviceforl.  Running  Automatic

Provides net. Manual (Trigger Start)

Local System
Network Se..
Local System
Local Service
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System

Local System

If you get the below mentioned error then follow below mentioned steps.

File Action View Help

=B e H

[»mnm®

£, Senvices (Local) Services (Local)

H AL Type here to search

ETLSigner1.0.2
1G5DNS Client

Start the service {
Gl Embedded Mode

Description:

ETLSigner V1.0.2 L ETLSigner1.0.2

& File History Service

4 Distributed Transaction Coordinator
& Downloaded Maps Manager

&k Encrypting File System (EFS)
1&: Enterprise App Management Service

L% Extensible Authentication Protocol

Gk FortiClient VPN Service Scheduler

G} IKE and AuthlP IPsec Keying Modules

i Intel(R) Content Protection HDCP Service
€} Intel(R) Content Protection HECI Service
£ Intel(R) Graphics Command Center Service
8} Intel(R) HD Graphics Control Panel Service
1 Internet Connection Sharing (ICS)

G2 IP Helper

i IP Translaticn Cenfiguration Service

184 IPsec Policy Agent

£ KemRm for Distributed Transaction Coordinator
G} Language Experience Service

&2 Foxit Cloud Safe Updat
4 Function Discovery Proy
&} Function Discovery Res
£ GameDVR and Broadcas
€. Geolocation Service
1€l Google Chrome Elevatio
€1 Google Update Service (
£ Google Update Service
€. GraphicsPerfSve

1€}, Group Policy Client
CLHitmanPro.Alert service,

Services

windows could not start the ETLSigner1.0.2 service an Local

Computer.

Error 1075: The dependency service does not exist or has been

marked for deletion,

b Link-Lauer Topology Discovery Mapper
X pfile Assistant Service
sion Manager
hagementService
ngService_f9bdd
ft (R) Diagnostics Hub Standard Collector Service
ft Account Sign-in Assistant
ft App-V Client
ft Cloud Identity Service
ft Defender Antivirus Network Inspection Service
ft Defender Antivirus Service

L HV Host Service

G515 Admin Service
<

(€1 Human Interface Device servce

1), Hyper-V Data Exchange Service
Gk Hyper-V Guest Service Interface
Gk Hyper-V Guest Shutdown Service
() Hyper-V Heartbeat Service

{6} Hyper-V PowerShell Direct Service
£ Hyper-V Remote Desktop Virtualization Service
£ Hyper-V Time Synchronization Service

1) Hyper-V Volume Shadow Copy Requestor

wrwnerosoft Edge Elevation Service (MicrosoftEdgeElevationService)
£ Microsoft Edge Update Service (edgeupdate)
184 Microsoft Edge Updste Service (edgeupdstem)
&) Microsoft FTP Service

{0 Microsoft iSCS! Initiator Service

£ Microsoft Keyboard Filter

1€ Microsoft Office Click-to-Run Service

{6 Microsoft Passport

£ Microsoft Passport Container

184 Microsoft Policy Platform Local Authority

18 Microsoft Palicy Platform Processor

*\ Extended /, Standard

SoftTech




How to remove errors and Start the installed service

Search > RegEdit > Open

m Registry Editor
File Edit View Favorites Help

Computer

v E Computer Mame Type Data
» HEKEY_CLASSES ROOT

HEEY_CURREMT_USER
HEEY_LOCAL_MACHINE
HEEY_USERS
HEEY_CURRENT_CONFIG

Go to the following path : Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

B Registry Editor o
File Edit View Favorites Help

Computer

v B Computer
HKEY_CLASSES ROOT
HKEY CURRENT USER

—— T

HARDWARE
SAM
SECURITY

1=

~ SYSTEM
':\ ictwatluanker
Iv CurrentControlSet I

Tontrol

Enum

Name Type Data

Hardware Profiles
Policies

Services
TvetDatabase

HardwareCanfig

Input

Keyboard Layout

Maps

MeuntedDevices

ResourceManager

ResourcePolicyStore

RNG

Select

Setup

Software

State

Waas

> [ wea

HKEY_USERS

HKEY_CURRENT_CONFIG




Now expand the services and search for ETLSigner and select as below mentioned

B Registry Editor

File Edit View Favorites Hel
IC omputer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ETLSigner I

embeddedmo A
© || EntAppSvc
EnDev

Name Type Data
25| (Default)

REG_MULT_SZ

(value not set)

WUDFsvc

EventSystem
exfat

P

fdc

> || FDResPub
fhsve
FileCrypt
Filelnfe

> || Filetrace
flpydisk
FliMgr
FontCache

> || FontCache3d.
Fortifilter
Fortips
FoxitCloudUp:

> || FrameServer
Fs_Rec
FsDepends
fvmic

5 | ftpsve
ftavnic
frevol
gencounter
genericusbin
GoogleChrom

> || GPIOCKO101 ¥

TG OF ETCSigner V1.0-
a8) DisplayName REG_SZ ETLSigner1.0.2
#4)ErrorControl REG_DWORD: 0x00000001 (1)
A Scheduler || 22]imagePath REG_EXPAND SZ  "Ci\Program Files (x86)\e-Procurement Technolog..
fastfat ab] ObjectMame REG_SZ seph\Ashish.goel

i 44 Start REG_DWORD 0xD0000002 (2)

| Type REG_DWORD 0x00000010 (16)

fdPHost 4 Wowes REG_DWORD 0x0000014c (332)

Now Right click on ‘Depend On service’ and Select Delete

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\ETLSigner I
=—w
> embeddedmo & || Name Type

> I EntAppSuc a¥) (Default) REG_SZ
=

by REG_DWORD
ESENT IR

oy

g Poriis ] Di Modify Binary Data..
. EventSystem .S,l:] DisplayNar fy .

SE 2% ErrorContri

FA Scheduler || “2ImagePath
fastfat b ObjectNan.

Rename

Data

(value not set)
0x0000DD0D (0)
=sve
erV1.0.2
erl.0.2
(1)
gram Files (x86)\e-Procurement Technelog...
hish.goel

o REG_DWORD
fdc 7% Type REG_DWORD
fdPHast %) Wowed REG_DWORD
> FDResPub
; fhsve
FileCrypt

Filelnfo
Filetrace
flpydisk
FitMagr
FontCache

3 FontCache3.0.
FortiFilter
Fortips
FoxitCloudUp:
FrameServer
Fs_Rec
FsDepends
ft_vnic

5 || ftpsve

fsvnic

fwevol

gencounter

genericusbfn

.| | GoogleChrom

3 GPIOCKDIO1 ¥
>

0x0D000DOZ (2)
Dx0D000010 (16)
0x0000014c (332)



Click on Yes

i)

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ETLSigner

embeddedmo A || Name Type Data

ERtAppSEE 28] (Default) REG_SZ (value not set)

:;'E[Le; ;-:15'3 DelayedAutostart  REG_DWORD 000000000 ()

e @,‘{]DependOnSemce REG_MULTI_SZ WUDFsve

EventLog :ab| Description REG_SZ ETLSigner V1.0.2

EventSystem JD\splayName REG_SZ ETLSigner1.0.2

exfat #e| ErrorControl REG_DWORD 000000001 (1)

F_Scheduler ._3_!\] ImagePath REG_EXPAND_SZ "C:\Program Files (x86)\e-Procurement Technolog...
factfat :ab| ObjectName REG_SZ sephAshish.goel

REG_DWORD (000000002 (2)

REG_DW!
REG_DW!

Fax

fdc
fdPHost
FDResPub
fhswe

Confirm Value Delete

| Deleting certain registry values could cause system instability, Are you sure you want to
permanently delete this value?
FileCrypt

Filelnfo
Filetrace
flpydisk
FlithMgr
FontCache
FontCache3d.0.
FortiFilter
Fortips
FoxitCloudUp:
FrameServer
Fs_Rec
FsDepends
ft_wnic

ftpsve

Yes No

ftsvnic

fvevol
gencounter
genericusbfn
GooaleChrom

Now Restart Your system and Try Restarting the service again.

Now attach the required certificate to the system and install the certificate, it should reflect on the
below mentioned path.



Open Google Chrome

(——)C‘(G| @ﬁ)m*u.m

Social Trade Utilities Helpdesk Live Support Sepl UAT TS Redmine CashFree New tab Ctrl
[ New window Ctrl+N

New Incognito window  Ctrl+Shift+N

History >
Downloads Ctrl+)
Bookmarks »
Zoom - 100% «+ (5
Print. Ctrl+P
Cast...

Find... Ctrl+F
More tools »
Edit Cut Copy Paste

Q, Search Google or type a URL

Add shortcut

& > C & Chrome | chrome://settings/privacy = w ¢ 0O .

e Settings Q, Search settings

2 Youand Google
Safety check

B Autofill

e Privacy and se a Chrome can help keep you safe from data breaches, bad extensions, and more Check now
@®  Appearance

Q,  Search engine Privacy and security

BN Default browser —  Clear browsing data

Clear history, cockies, cache, and more
() Onstartup

Privacy Guide
Review key privacy and security controls

@ Languages

Cookies and other site data
Third-party cookies are blocked in Incognito mode

Downloads

|4
@

Accessibility

* System

£0 Resetand clean up

=

e Security »
Safe Browsing (protection from dangerous sites) and other security settings

Site settings
Controls what information sites can use and show (location, camera, pop-ups, and more)

Tit

Privacy Sandbox

W Extensions [}
& About Chrome Trial features are off

&

2



@ Settings

2 Youand Google
B Autofill

e Privacy and security
@  Appearance

Q,  Search engine
B0 Default browser
() On startup

@ Languages

&%  Downloads

T Accessibility
9, System

©

Reset and clean up

¥

Extensions [

About Chrome

&

Settings

You and Google
Autofill

Privacy and security
Appearance

Search engine
Default browser

On startup

Languages
Downloads
Accessibility
System

Reset and clean up

Extensions [/

About Chrome

I@:l © F 4+ 1« ® cOD Lo e SDKF O

After all of the above, Open the below mentioned link in browser and it should contain your certificate

details.

Q, Search settings

(O  Does not protect you against dangerous websites, downloads, and extensions. You'll still get Safe
Browsing protection, where available, in other Google services, like Gmail and Search

Advanced

Always use secure connections

Upgrade navigations to HTTPS and warn you before loading sites that don't support it

Use secure DNS

Determines how to connect to websites over a secure connection

With your current service provider
bi P
Secure DNS may not be available all the time

O with Custom -

Manage phones
Control which phones you use as security keys

Manage device certificates
Manage HTTPS/SSL certificates on your device

[y

Certificates managed by Chrome
Information about how Chrome manages its root certificates

Q, Search setiings

=

| Certificates

extensions. You'll still get Safe

Intended purpose: | zall>

| Bmail and Search

I Personal I ther People  Intermediate Certification Authorities  Trusted Root Certification

Issued To Issued By

Slkuldeep Rathee

Expiratio...

il
e-Procurement Techn...  1/21/2023

Friendly Name

<None>
It support it

Remave

Certificate intended purposes

Manage device certificates

Manage HTTPS/SSL certificates on your device

Certificates managed by Chrome

Information about how Chrome manages its root certificates

http://localhost:8080/Values/GetAllDSCertificateList



@ localhost8080/ Values/GetAlIDST X +

& C @ localhost:8080/Values/GetAlDSCertificatelist

This XML file does not appear to have any style information assoctated with 1t. The document tree 15 shown below.

¥ LArP;
¥ <V

aluesController.CertiCollection>

<CertificateMamerkuldeep Rathee</CertificateMame>

<SeriolNumber:>7A00881C62C23F5EC64342660C000160001CA2</SeriolNumber:
</ValuesController.CertiCollection>

</Array0fvaluesController.CertiCollection:

ay0fvaluesController.CertiCollection xmlns:i="http://wiw.w3.0org/2601/XMLSchema-instance”

sxmlns="http://schemas.

atacontract.org/2084/07/ETLSigner"

If you get the details then you can proceed with the signing otherwise if you are getting the below

screen, then you need to do the following steps

e localhost:8080/Values/GetAlIDSC X =+
& C  ® localhost:8080/Values/GetAllIDSCertificateList

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

<Array0fvaluesController.CertiCollection xmlns:i="http://www.w3.0org/2001/XMLSchema-instance” xmlns="http://schemas.datacontract.org/

Open Search , Search for CertMgr.msc

|2 2]
SSLVPN-PIus FortiClient VicAtee
Client VPN Seetritys

Al Apps Documents  Web

Best match

j ™ certmgrmsc
Microsoft Common Console Document

Search the web

certmgr.msc
£ certmgr.msc - See web results Microsoft Common Console

Recycle

Open

*>
o

Run as administrator
Open file location

Copy path

certmgr.msc

Location ows\system

2004/@7/ETLSigner” i:nil="true"/»



ﬁ certmgr - [Certificates - Current User\Personal\Certificates]
File Action View Help

e ARl =NREREN 7|

= Certificates - Current User
~ [ | Personal

| Certificates
T Trusted NOGt Certnication Auj
[ | Enterprise Trust
| Intermediate Certification Au
] Active Directory User Object
1 Trusted Publishers
1] Untrusted Certificates The selected certificate is the unwanted certificate that needs to be removed
] Third-Party Root Certificatior|
] Trusted People
1 Client Authentication Issuers
[] Other People
] MSIEHistorylournal
[ Certificate Enrollment Reque;
1 Smart Card Trusted Roots

Issued To Issued By Exwation Date  Intended Purposes Friendly Name Status  Certificate Tem...
— s— =

Client Authentication <Monex
172172023 Client Authentication <None>

kuldeep Rathee e-Procurement Technelogies Ltd,

]

VOV Y VYV W Y Y Y Y Y Y

E certmgr - [Certificates - Current User\Personal\ Certificates]
File Action View Help

el rE {2 XERIHBE

Gl Certificates - Current User ks
w [ Personal
| Certificates

Friendly Name Status  Certificate Tem...

Open

-5 me o o kuldeep Rathee
» [ 7] Trusted Root Certification Au
> [ Enterprise Trust All Tasks X
> | Intermediate Certification Au Cut
> [ Active Directory User Object s
> | Trusted Publishers
> ] Untrusted Certificates
» [ Third-Party Reot Certificatior! e
> [ Trusted People
» | Client Authentication Issuers Help
> [ Other People ——

> | MSIEHisterylournal
1 Certificate Enrollment Reque
> -] Smart Card Trusted Roots




iﬁ ce

File Action View Help

e nE i XE2 BE

Gl Certificates - Current User T |ssusd B Exgitation Date  Inte 7
w1f154875—bb39—4b32—b232—3585‘.. M5-Organization-Access 8/10/2031 Client Authentication <MNone>

w [ Personal
e-Frocurement lechnologies Lid. .. 1/Z1/204: Thent Authentication  <Hone>

| Certificates
| Trusted Root Certification Au

+ | Enterprise Trust
| Intermediate Certification Au

| Active Directory User Object
» || Trusted Publishers
. ] Untrusted Certificates
__| Third-Party Root Certificatior|
| Trusted People
» | Client Authentication lssuers
. (] OtherPeople
| MSIEHistoryJournal
| Certificate Enrollment Reque
| Smart Card Trusted Roots

Certificates

You will not be able to read encrypted data using this
! certificate.
Do you want to delete this certificate”

Nao

After removing all the unwanted certificates, only your attached certificates should reflect here.

E certmgr - [Certificates - Current User\Personal\ Certificates]
File Action View Help

o= AEE HE

p =
@ Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certificate Tem...

v Pgrsana.l. qz;ku\deep Rathee e-Procurement Technologies Ltd. .. 1/21/2023 Client Authentication =None>
| Certificates

| Trusted Root Certification Aur
"] Enterprise Trust

| Intermediate Certification Au
"| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior
| Trusted People

| Client Authentication |ssuers
| Other People

“1 MSIEHistoryJournal

"] Certificate Enroliment Reque:
1 Smart Card Trusted Roots

Now visit the link again, and it should give you the output as below mentioned containing details of your
attached certificate.

@ localhost:3080/Values/GetAlIDSC X +
&« > C @ localhost:8080/Values/GetAllDSCertificateList

This XML file does not appear to have any style information associated with it. The document tree is shown below.

¥ <Array0OfValuesController.CertiCollection xmlns:i="http://waw.w3.0rg/2601/XMLSchema-instance™ xmlns="http://schemas.datacontract.org/2004/07/ETLSigner">
¥ <ValuesController.CertiCollection>
<CertificateNamerkuldeep Rathee</CertificateName>
<SeriolNumber:>7A00801C62C23FSECE4342660C000100001CA2</SeriolNumber:
</ValuesController.CertiCollection>
</Array0OfValuesController.CertiCollection>

Now try signing and it will work.



If you are getting the below mentioned screen , it means either the service is not running or there is
some issue in the service due to Windows defender.

Mr. MAYADEVI P R [ASSISTANT ENGINEER] - - o q*
Q - ? A
Cherthala Municipality NOTICATIONS ~ MESSAGES  ACTMITES  WEe SR
File No. 1050/0 0o = TED -
NTTIE procesd v
[P Permit process 10) (30 FEe R Signin.
Outbox 8 pmakerala goviyAutoDCR Siring2/digrojoewasp [ ropeeiow | acven - | moport~ | sect |
Rejactad Files < Scrutis D Fres Noc Status
) ibpms kerala.gov.in says o
Inbox (Regular) Gor ' picase Install & start the ETL Signer Service
Site Inspection (One Day A Proj
Parmit)
15 R
Site Inspection Pending e :
(Approved) 8ol v Nature of Development News Construction v
Pending Payment Naty v
Inbox (One day Permit) Typy v * Scheme As Per KMBR v
Shortfalls Tyog. . iy BhG @ Type of Land as per Data bank Dry Land v
i Goflrment OGoverament 00 Coverament PNA
Approved Files {Not Signed) aGaisune aaGoy e NA
Approved Files (Signed) Estimated cost of construction (In Rs) 0
Drawing Failed In Rules
Document Shortfall A Site address
Site Visit Shortfall * Ward SASTHAM WARD v * Zone NA v
[N Occupancy Certificate: * Old Survey No ” * Re-Survey Number &
Site Visit Shortfall * Revenue Village KOKKOTHAMANGALAM SLfaricr ALAPPUZHA

In order to resolve it, you need to install the service as mentioned in the steps on above pages.
If in case it was installed earlier and still you are getting issue, try the below mentioned steps in order to
give the exception rights in windows defender on your machine.

Download the setup again from the below mentioned scree

P ' ' PRV

@ hrtpsyibpris kerala gov in Ao DCR Sigring2/digiprajnew aspy?sFilMarme=L1,

- = - fl

B & ibpmskeralagovin/AutoDCR Signing2digiprojnew.aspesFileMame= LGV yBWIOLLIB .

Sign Certificate

i Select Certificate:

* Enter Cartificats Pin: v

i
1

:' *Please downlpad ET] sefur Gk Here

€ " g nviza. Click Hers ¢




@ httpsiibprms kerala. govin/AutoDCR Signing2 digiprojnew asp?sFileName= L.

#  ibpmskerala.gov.in/AutoDCE Signingd/digi projnew.aspx?sFleMame = UGy BWIOLLLE...

Sign Certificate
Selact Certificate:
b

> Enter Certificata Pin: ke
Rs Agpl
i
) Sign
ip ‘Plegse downlpad ET] sefup Cliok Hees
e ‘Flagas pratar the Usar manual to inatall and atart the sendce. Click Here -

ETLSignesSetup (712ip i % w

Failed - Wins detectad
ills Type of Land as per BTR Mirw Fand

If It is showing “Virus detected” then you will see a prompt by windows defender, you can access it by
clicking on the prompt or directly from menu as shown in the below screen.

ENG 10:49 AM
IN  3/10/2023

N P s D)




Upon accessing it, you will see the below mentioned screen.

Windows Security -

O Virus & threat protection

Protection for your device against threats. Windows Community videos
it Home Learn more about Virus & threat
protection
| O Virus & threat protection @ Current threats
2 Account protection No current threats. Have a question?
Last scan: 3/8/2023 8:30 PM (quick scan) —
1
&) Firewall & network protection 0 threats found. eLhele
Scan lasted 2 minutes 52 seconds
B App & browser control 22302 files scanned.
Who's protecting me?
Device security Quick scan Manage providers

=
%  Device performance & health Scan options
dh

Family options Allowed threats Help improve Windows Security

- Give us feedback
Protection history

. i . Change your privacy settings
% Virus & threat protection settings ) . .
View and change privacy settings

No action needed. for your Windows 10 device.

Manage settings Privacy settings
Privacy dashboard
Privacy Statement

2 Vire & threat nrataction tndates

Click on protection history, you will see below screen, you now need to find the below mentioned and

allow it.
Windows Seeurity - o
_ O Virus & threat protection
Protection for your device against threats. Have a guestion?
(A Home Get help
| O vinss & threat protection I 3 Current threats I
& Account protection 1 T, Sy ues rewonnsiided actions Whe's pratecting me?

Manage providers
fpd - Firewall & network protection

O App & browser contral oMl A TeR BACIMTE | | e o Help improve Windows Security

09-03-2023 17:23 (Active)
. Give us feadback

o

o LA Action options:

% Device performance & health (®) Quarantine

s C— Change your privacy settings

t
A SPIo. - View and change privacy settings
O Allow on device A
# 3 tor your Windows 11 Pra device.
& Protection history

See datails Privacy settings
Privacy dashboard

Privacy Statement

Scan options

Aliowied threats

Protection history

B Ve B thvmak membactinm sattinme



If not found then you can check in protection history as below mentioned.

Windows Security

e C 2 |

a

o

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health
Family options

Protection history

Windows Security

)

 ® D

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

O

Protection history

View the latest protection actions and recommendations from Windows Security. Have a question?

All recent items Filters ™

3

o
(=

Get help

Help improve Windows Securi
Firewalls are turned off. Your device may be vulnerable. g ty

09-03-2023 1714 Give us feedback

Sign in with Microsoft for enhanced security and other benefits. . .
09-03-2023 17:14 Change your privacy settings
View and change privacy settings
Tamper protection is off. Your device may be vulnerable. for your Windows 11 Pro device.
09-03-2023 17:14 Privacy settings
Privacy dashboard

Automatic sample submission is off. Your device may be vulnerable.

Privacy Statement
09-03-2022 17:14

Cloud-delivered protection is off. Your device may be vulnerable.
09-03-2023 17:14

The settings to block potentially unwanted apps are tumned off. Your device may be vulnerable.
09-03-2021 1714

e oI 0 L L

Remediation incomplete

Severe
09-03-202317:13

Threat quarantined

e
09-03-2023 16:21 Severe

& Protection history

View the latest protection actions and recommendations from Windows Have a question?
Security.

Get help

All recent items Filters »

@ The setting to block potentially unwanted apps is tu...
" 3/10/2022 10:56 AM

Set up OneDrive for file recovery options in case of... == Windows Security
' 3/10/2022 10:56 AM

Verified publisher: Microsoft Windows

O Remediation incomplete
3/9/2023 2:47 PM Show more details

Remediation incomplete
3/9/2023 2:45 PM

3/9/2023 12:38 PM

Remediation incomplete
3/9/2023 12:36 PM

Low

o
O Remediation incomplete
»,

Remediation incomplete
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Windows Security

é

Automatic sample submission is off. Your device ma...
0 2023 Al

Cloud-delivered protection is off. Your device may...
09-03-2023 12:21

Home

Virus & threat protection Remediation incomplete

09-03-2023

Severe

Account protection

etected: Trojan:M

Firewall & network protection 22 led

This threat or app might not be completely remediated

App & browser control
Date: (
gram is dangerous and executes commands from an

Device security ttacker

Device performance & health Affected items:

: : tainerfile ers\TVN vnloads\ETLSignerSetup (2).zi
Family options
file: C:\Users\TVN

>ETLSignerSetu

You have to allow this and the threats quarantined with name of “ETLSigner” in the details.

After allowing it will show the below mentioned message.



Windows Security

f] The setting to block potentially unwanted apps is tu...
¥ 3/10/2023 11:03 AM

Set up OneDrive for file recovery options in case of...
I

it Home 3/10/2023 11:03 AM

O Virus & threat protection

Remediation incomplete

O 3/9/2023 2:.47 PM i faw
B Account protection o '
) Firewall & network protection (i) This threat or app has been allowed and will not be

remediated in the future.

B App & browser control

Detected: Trojan:MSIL/AgentTesla.DACIMTE
L Device security Stgtus: Failed > :

This threat or app might not be completely remediated.
% Device performance & health Date: 3/9/2023 2:43 PM

Details: This program is dangerous and executes commands from an
& Family options attacker.

Now you need to do the following changes after this, both options and all checkboxes should be
checked.

Who's protecting me?

Windows Defender Firewall

rol Panel * All Control Panel lkems Allowed apps

Allow apps to communicate through Windows Defender Firewall
To add, change, or remaove allowed apps and ports, click Change settings.

What are the nsks ot allowing an app to communscate B Chiange settings

Allowed apps and features

MNamea Private  Public =

FA Ernail and accourds A =]

Tum on

=]
Get | ] =]
EGoogle Chrome =} =
Bl Groowe Music = =]
(m] 1
ics Command Center = B ¥
Details_ Remowe

Allow another app..

I K I Cancel

After this you have to again delete the dependency from Registry Editor, reboot the system and start the

service.



